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Applied Intelligence

Overview

Ganz offers integrated system architecture across multiple market segments including IP and analog
cameras, performance-driven optics, intelligent video analytics, biometric access systems, discreet
enclosures, video management software, including Ganz CORTROL, and recording devices.

The integration with VCA is based on sending events through TCP and Data Source.

Requirements

® A VCA device such as VCAbridge or VCAserver.
e Ganz Cortrol Premier 1.15.0 (Console, Client and Server).

Supported Features

® RTSP streams configured in Ganz Cortrol.

e TCP actions/event notifications.

e HTTP actions/External events.

e Metadata is available within actions via tokens.
Architecture

®corTROL

RTSP

VCA events &

—

streams
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Applied Intelligence
VCA Configuration

Confirm the RTSP port used for transmitting video footage

Check, and change if required, the RTSP port used by VCA for external connections to the channels
within the VCA service.

1. From the main screen, select the system cog in the top right.
2. Select System from the available menu items.

System

3. Note the RTSP port detailed under Network settings. This is the port VCA will use to send
rtsp streams of its channels. The syntax for connecting to these channels is: rtsp://<device
ip>:<RTSP port>/channels/<channel id>

Example rtsp://192.168.1.10:8554/channels/27

Network Settings

Web Port: 8080 Save

RTSP Port: 8554 Save

Page 3



Applied Intelligence
Create a Channel

Configure the VCA application as required with the appropriate channel and logical rules. A basic
setup is detailed below as an example:

1. Configure source to connect to camera.

a. Note: the recommended settings for the camera stream to VCA is a maximum
resolution of D1 (704 x 480) with a frame rate of 15 frames per second. A lower
resolution and frame rate will reduce the analytic accuracy, a higher resolution and
frame rate will result in high CPU usage and can reduce analytical accuracy.

2. Configure a zone for the channel.

Create a presence rule to trigger an event on object detection in the zone.

4. Note the Channel ID as this will be needed when connecting to the RTSP stream from the
Ganz Cortrol server.

w

For more information on creating and configuring channels in VCA please refer to the VCA user
manual.

lew Channels » Teddington » Logical Rules Docked

Note: You will need to note the channel ID number, it is used when attempting to connect to the RTSP
stream from VCA. It can be located at the bottom of the channels menu
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Applied Intelligence
Create an Action

1. Select the system cog icon in the top right to access Settings.

2. Select Edit Actions.
3. Select Add Action and select TCP from the list of available actions.

Add Action +
Tcp
| Email
Htip
Milestone
Arm
Disarm
Enter a descriptive name for the action.
5. Select the arrow on the right of the action to expand the TCP configuration options.
a. URL: Enter the URI of the Ganz Cortrol Server.
b. Port: Enter the port of Ganz Cortrol Server.
c. Body: Select Custom from the drop-down menu. Add tokens as needed.
d. Sources: Select Add Source + to display a list of the available Sources and logical
rules and select the logical rule created for the source you want to send to the Ganz
Cortrol server.

6. Click Test to send a test TCP notification.

B Type Tep Mame Ganz n v
URIE 192.168.1.142

Port: 9090

Body | custom v]

Event
Class:{{#0bject}}{{#Classification}}{{value}}{{/Classification}}{{/Object}}
Zone: {{#Zone}}{{name}}{{/Zone}}

Type:{{#Rule} {{type} H{/Rule}}

End

Line endings: Windows (CRLF) v
Select a token to add it to the template string v
Always Trigger:

Sources:

Test
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For this integration, the following tokens were used to send an information on the camera, zone and
rule type that triggered the event:

Event

End

Where:

Class {{#Object}}{{#Classification}}{{value}}{{/Classification}}{{/Object}} crossing
Zone: {{#Zone}H{{name}}{{/Zone}}

Type:{{#Rule}}{{type}H{/Rule}}

Event: This represents the beginning of an event and is used to define the data source format
in the GANZ Cortrol server.

End: This represents the beginning of an event and is used to define the data source format
in the GANZ Cortrol server.

{{#Object}}: an array of objects that triggered the event.

{{#Classification}}: the classification of the object. For example a person, vehicle or group of
people.

{{value}}: the value of the object.

{{#Zone}}: an array if the zone associated with the event.

{{name}}: name of the zone.

{{#Rule}}: an array of the rules associated with the Event.

{{type}}: the type of rule that triggered the event.

For more information on available tokens and how they can be used please refer to the VCA manual.
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Ganz Cortrol Console configuration

Device configuration

1. Go to the Configuration main page.
2. Inthe Panel on the left, select Devices.

[ Ganz CORTROL Management Cor

@ Configuration|

Configuration

= Servers

7 External services
&L Users

W4 Devices

& Channels

@ Recording

@ Maps

Ed Layout templates
™ Layouts

=} User buttons
@ Visual groups
& Live podcasts
il Data sources
=5 Mail servers

1k Reports

B Access control

3. Select New Device.
a. Define a title for the device (for example VCABridge).
b. Click on Select Model and select RTSP Compatible (VENDOR: Generic MODEL: RTSP
Compatible) from the list.
c. Gotothe Network tab.
i. Host: IP address of the VCA device.
ii. Port: the web port configured used to access the VCA device (in our case it is
80).
iii. Username: The user for the VCA device.
iv. Password: The password for the VCA device.
d. Click OK to finish creating the new device.

W4 Device VCABTdge® - o
Device

& Dol
Host
. Membership 19216814
& Network®
Port
2 Channels®
Bf Channels
a0
Secure connection
Username
dmin
er password
3
Open devic Ping

Page 7



Applied Intelligence
Channel Configuration

In the Panel on the left, select Channels.
Edit the newly created channel (The device created previously).
Click on Details.

Main stream recording configuration: click Change and select continuous recording and
click OK.

5. Substream recording configuration: click Change and select continuous recording and click

OK.
B Channel VCABridge - o
Channe

e

# Details o
Title
g Members

& Membership

Main stream recarding configuration
of§ Permissions

@ Mo recording Change.-
# Motion detector ecorifing tanfigorstisn

- Main stream storage
udic

B Defauit Change..
3] Inputs orage
X Substream recording configuratic
B Outputs Substream recording configuration
@ No recording Change.
[ Channel configuration tream 12 1
|| video overlays Substream storage
8 tefauit Change..
B Dewarp —
Video lost time
15
Related items = OK Cangel

6. Click OK.
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Channel RTSP Configuration

1. Inthe Panel on the left, select Channels.
2. Edit the newly created channel (The device created previously).
3. Click on Channel configuration.
4. Click on Open channel properties.
o] 5
@ Configuration > Channels
Confgueten + Create channel group Edit Assign main stream recording configuration || | Assign group Disable Showvideo | | % 1 selected
s TIT DEVICE P PORT EMABLED MAIN STREAM RECORDING CONFIGURATION SUBSTREAM RECORDING CONFIGURATION TER)
[ External services B VCABridge WM VCABridge  192.168.14 80 enabled
& Users
|t channel veasridge*
¢ Devices
= Chaniy Channel configuration
, e Channel properties
B:Racorcion 35 Members e
@ Maps o Manage channel properties
of§ Permissions ’jpc" e
# Motion detector :
&} User buttons
i Augio
3] Inputs
[ Outputs
Channe! configuration
= Mail servers Voo overage
1k Reports
B Dewarp
B Access control

5. Gotothe RTSP tab.
a. Confirm RTSP Port: 8554, override if required.

Note: 8554 is the default RTSP port used on VCA. Please confirm the RTSP port used by your VCA

before continuing. Details on how to do this are detailed in the VCA configuration section of this
document.

b. Select RTP over TCP (default settings is recommended).
c. Path to Session Description Protocol File, High: Enter the RTSP URL of the VCA

channel. RTSP URL format: rtsp://<device ip>:<RTSP port>/channels/<channel id>
4. Click OK.

5. Click OK to save the changes.

VCABridge Properties %
Video Input RTSP | Bdemal PTZ Control | ideo Anabtics  Trace

ATSP Transport Settings

fadtport @

Port: | 554

v ise d

EAaTe over TOP (Default setting is recommended)
[CIaTe over Muticast

Should be w=zed only for Generic RTSP camera access.
({See RFC 2326 for more information)
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To confirm the channel is configured correctly you can show a live stream. From the main screen click
on the newly created channel and select Show Video.

Note: For further information about how to use Ganz Cortol, please refer to the Ganz Cortrol user
manual.

[o] gement Console - 192.168.
@ Configuration > Channels

Configuration

wnd C B

4 Crestechannelgroup | | eait | | Assign main stream recording configuraton |+ | Assigngroup | | Disable | | snowviceo | | 1 selectea

= Servers
TITE DEVICE P CONFIGURATION SUBSTREAM RECORDING CONFIGURATION DATA SOUR TERNAL AUDIO SOURCE
7 External services

Bf VCABridge ®MVCABridge 19216814 80 enabled @ Continuous recording @ Continuous recording

- Devices

Bt vcapidge - a
B Channels

VCABridge

@ Recording

@ Maps

[ Layout templates
= Layou

= Layouts

1 User buttons

® Visual groups

B Live podeasts

[ Data sources
== Mail servers

1l Reports

B Access control

Click OK to close this window.
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Data Source configuration

To send events from the VCA device, a data source will need to be created. Data is stored and
displayed embedded with the video stream from the channel(s) you choose to associate with it.

1. Inthe Panel on the left, select Data Source..

[ Ganz CORTROL Management Console -

@ Configuration > D|

Configuration

+

[ Layout templates
™ Layouts

% User buttons

@ Visual groups
@ Live podeasts

If Data sources

= Mail servers

1l Reports

B Access control

2. Select New data source.
a. Data source title: name of the data source (DS_VCABridge).
Server: click on Change and choose the Ganz server.
Data source profile: leave none (it will be created later).
Data source type: in the drop-down menu select TCP.
Mode: select the Server (the program will be listening to the specified port).
Port: enter the TCP port used in the TCP action within VCA.
Click OK.

@m0 o0 T

{8 stasource D5 vCABige®

Data source Details

& Detaiis”
Title

DS_VCABrdge

Note: Make sure any active firewalls are configured to allow traffic using the port detailed above.
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Data Source Profile configuration

Create New Data Source Profile

1. Inthe Panel on the left, select Data Sources.
2. Click + New data source profile.

[ Ganz CORTROL Management Console - 192.168.1.142 - GanzVMSServer
@ Configuration > Data sources

Configuration

i New data source ||~ Edit Disable ﬁ' X 1 selected

= Servers
TVPE SERVER DATA SOURCE PROFILE
¥ Bxternal services [ Ds_VCABridge Data source = GanzVMSServer  none

L Users

B4 Devices

B Channels

@ Recording

@ Maps

L Layout templates

™ Layouts

M} User buttons

© Visual groups

& Live podcasts

Data sources

3. Inthe Details tab, enter a custom name (DSProfile_VCABridge) for your data source profile.
4. Click Configuration.

a. Encoding: select Western European Windows.

b. Line Ending: in the drop-down options select CR + FL.

c. Remove non-printable characters: leave it checked.

i@ Data source profie DSProfile_VCA|

i i

# Details

Encoding
L + =
[ Cenfiguration’ Western European (Windows v

haracter enceding

Line ending

+LF v Detect

table characters
characters
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Define Data source profile format

1. Click load from data source... (in the upper right corner).
2. Select the Data Source created previously.
3. Click OK.

Note: Make sure that the VCA device is sending events to the Ganz server so that it can be viewed.

4. Events are displayed in the trace window, click Stop to stop receiving events.

If no events are being received then review the device configuration and ensure that your VCA device
is producing events.
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Now you need to define the beginning and the end of an event from the data being received. Locate
the text that identifies the beginning of an event (in this case it is the word Event).
5. Click on the BeginTransaction entry in the Mappings section, this will show the settings for
BeginTransaction on the left.
6. Enter the word Event into the text field.
7. Uncheck Regular expression and Case sensitive.
8. Click Apply changes.

Edit mapping details + HNew | Mappings

Type

Apply changes Cange:

Locate the text that identifies the end of an event (in this case it is the word End).
9. Click on the EndTransaction entry in the Mappings section, this will show the settings for
EndTransaction on the left.
10. Enter the word End into the text field.
11. Uncheck Regular expression and Case sensitive.
12. Click Apply changes.

Edit mapping details # New  Mappings

Type

Apply changes Cangel

13. Click Test to verify the transaction format, if this fails then check the settings against the
steps outlined above and try again.
14. Click OK to close the window and save the configuration.
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Link the Data source profile to the Data source

[ Ganz CORTROL Management Console - 192.168.1.142 - GanZVMSServer

Configuration > Data sources

Configuration

==
& New data source | = ' E Disable i X 1 selected
s
= Servers
TITLE TYPE SERVER DATA SOURCE PROFILE
[ Bxternal services [E] DS_VCABridge Data source = GanzVMSServer  none
* Usare jﬁ DSProfile_ VCABridge Data source profile

W Devicss

B Channels

1. Inthe Data Source configuration screen, select Data Source created before and click Edit.

[H Data source DS_VCABridge

Data source

& Details

Server

= GanzVMSServer Change.

Data source profile
none ’_harl;ge..
to squrce profi
Data spurce type
Tep -
Dala souice byoe
Maode
Client

The program

® Senver
Port

9090 .

oK Cancel

2. Click Change next to the Data source profile.
3. Select the new Data Source Profile and Click OK.
4. Click OK to save the changes.

| Select data source profie - =

Available data source profiles
Title
nane

[@ DSProfile_VCABridge Data source profile

| oK Cancel

To confirm the data source settings, select Test to start receiving events using the data source profile.
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Link Data source to Channel

The Data source must now be attached to the Channel to link the event messages coming into the
server to the video channel.

1. Go to the Channels configuration screen, then select the newly created channel and press

[ Ganz CORTROL Management Console - 192.168.1.142 - GanzVMSServer

@ Configuration > Channels

Configuration

i 4 Create channel group Edt | | A
= Servers
e DEcE G

7 External services 1 VCABridge  @MVCABridge  192.168.1
& Users

W Devices

B Channels

2. Select the Video overlays tab.
3. Click on Configure video overlays.
4. Click Change next to the data source option.

"5‘ Channel VCABridge

| Chaniel Video overlays

& Details
Configure video overlays
I Members
. Membership
oy Permissions
# Motion detector
W) Audio
3 Inputs
[ Outputs
[ Channe! configuration

Video overlays

5. Inthe new screen, select the Data source.
6. Click OK.

The events will appear within the pink box shown on the right side of the video.

Properties

SjSAppear |lappear
| SAppear:|lappear
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In this screen, you can configure the color, type, and size of the text that will reflect the events on
the video.

7. Click OK.

8. Click OK to close the Channels window.
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Create Events, Actions, and Rules

Here we will configure the events, actions, and rules that will be sending the Data Sources

notifications to the Ganz Client.

1. Go to the Events and Action tab.

2. Click on the Event tab.
[ Ganz CORTROL Management Console - 192.168.1.142 - GanzVMSServer
@ Events Actions > Events

Events & Actions

New event x 1 selected
+
So Rules
TITLE EVENT TYPE
£ Events % Disk exduding Disk exduding
» Actions £ Failover activating Failover activating = GanzVMSServer
% rall-back activating Fallback storage activating
() Conditions
¥ Motion Motion detected
2 Schedules
2 4 Motion started Mo
BB Counters f Motion stopped Motion stopped
2 opc ¥ Recording error Recoding error
% Recording recovered Recading recovered from error
P> Indicators
4% User button dlicked User button
¥ Video lost Video lost
£ Video restored Video restered

3. Click on the New Event.
4. Select Data Source from the event type drop down.

% Event *
J Event Details
& Details
Event type
v

Data source i}
Digital input
Door event
External

Scheduied event

a. Title: enter the title of this event (DSVCABridge).
Source: select the Data Source.
i. Click: Change.
ii. Select Data Source.
iii.  Click OK.
c. Text: enter a text that will be triggering event (Event).
Click OK.

% Event DSVCABrdge - o
Event

# Detais

Event type

Title

DSVCABridge

Source
DS VCABridge

Text

oK
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5. Click the Rules tab.
6. Click Open configuration.

[ Ganz CORTROL Management Console - 192.168.1.142 - GanzVMSServer

@ Events Actions > Rules

Events & Actions
Server 5 GanzVMSServer Change...

G Rules
f Events

B Adtions
() Conditions
"_3) Schedules
B8 Counters
& orC

P Indicators

In the event and actions configuration screen, you will see three boxes associated with Events, Rules,
and Actions.

7. Go to the Events box and select the event associated with the previously created data
source.

[ Events and acbons configurator

=
Events and actions configurator

Server |2 GanzVMSServer

Events Q| Rules Q Actions Q

uLE CTION
« B vcapridge + Btvcapridge

Video lost Generate alert
Video restored

Generate alert substream

Recording error

Motion
Recording recovered
4 = GansVHSServer
Recording error
Disk excluding

Fall-back

Falover acivating
+ [E ns_vcasridge
DSVCABridge

+ Event Edit event U] Lo} = R + Action

Cancel

8. Select the Data Source event and click on the greater than > button (to move the event into
the Rules box).
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[ Events and actions configuratos

ns configurator

Server | GanzVMSServer

Events a Rules Q Actions Se Q
ENT on
« B veaBridge + [d] ps_vcaBridge > > DSVCABridge + Bfivcasridge
Video lost . = GanzVMSServer > > Send event to dient +
Video restored <  target charinel riot specified
Recording error
Motior

Pop-up playback on sereen
Mo

+ & CansVMSServer
Motion Send event to cient
Recording recovered

- = Gamavrisse

Recording error

Disk exe

g

Fall-back activating

Failover activating
« [B vs_vcasndge
DSVCABridge

@ Condition | ‘D Schedule | |38 Delay timer Reset

4 Event | | Editevent & Target channel % Action | | Edtacion

oK Cancel

9. Go to the Action box and select Send event to client. Then click in the less than < button to
move the action into the Rules box.

10. Go to the Rules box and click the Target channel.

11. In the pop-up screen, select the VCA device.

12. Click OK.

13. Click Schedule.

14. In the pop-up screen click New schedule.

15. In the new screen enter a title for the schedule (VCASchedule). Then, configure the schedule
and click OK.

|'5) Schedule VCASChedule* < o
Schedule

# Details*

Title

VCASchedule

Schedule editor List view

R R

OK Cancel
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16. In the main screen, click OK to save the configuration.

Events Q Rules. Q Actions Q

[0S, VcABAdge »> DSVCABIdae
= GanzVMSServer >> Send
D vcashedute

Note: You can test this Rule by clicking the Test button. The notification will appear on the Alert tab
of the Ganz Cortrol Client.

] Ganz CORTROL Management Console - 192.168.1.142 - GanzVMSServer

@ Events Actions > Rules

Events & Actions |

Server || GanzVMSServer Change. Enable Disabie Test X 1 selected
Gy, Rules

SOURCE TYPE EVENT EVENT TYPE TARGET TARGET TYPE ACTIO
¥ Events DataSource % DSVCABridge Data source = GanzVMSServer Server W Send event to clier
B Actions

D Conditions
'9 Schedules
0B Counters
% OPC

P Indicators
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Verifying Events on the Ganz Console

Open the Ganz Cortrol Console and select the VCA device created previously, verify the events
created with the Data Source are reflected over the video.

1. Open the VCA device in the main layout.

2. Go to the Data Source tab to see the events received.

3. Select the channel on the left by clicking the plus “+” icon next to the channel name.
4. Specify search criteria on the right.

5. Click Search.

[#] Smart Search L\ Alerts i) Library | [H§] Data Sources.

» B3 Orphan archive tracks

The events will also appear in the Alert tab.

=]

CLive [> Playback 33F Sequence [ Smart Search | [ Alerts [&] Library [T ’ = Connection (1 servers)
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